The rate of technological development across the globe is dramatic. The decreasing cost and increasing availability of ICT devices means that its users are no longer exclusively industry or government employees-they are now also home users. Home users integrate ICT in their daily lives for education, socialising and information gathering. However, using ICT is associated with risks and threats, such as identity theft and phishing scams. Most home users of ICT do not have the necessary information technology and Internet skills to protect themselves and their information. School learners, in particular, are not sufficiently educated on how to use technological devices safely, especially in developing countries such as South Africa. The national school curriculum in South Africa currently does not make provision for cyber-safety education, and the availability of supporting material and training for ICT teachers in South Africa is limited, resulting in a lack of knowledge and skills regarding cyber-safety. The research in hand focuses on the situation concerning cyber-safety awareness in schools and has adopted a short-term approach towards cyber-safety among teachers and school learners in South Africa until a formal long-term national approach has been implemented. This study takes a quantitative approach to investigating the current options of teachers to enhance cyber-safety among learners in their schools. The research proposes that short-term initiatives (e.g. posters) can increase learners' awareness of cyber-safety until formal cyber-safety awareness methods have been introduced.
INTRODUCTION
Information and communication technology (ICT) has become an integral part of our daily lives. We use ICT devices for education, information gathering and work-related activities. ICT devices are becoming increasingly accessible to all users due to their greater availability and a decrease in cost. Most of these devices allow users to access the internet. ICT devices and internet access play a particularly important role in the lives of school learners, since technology use is becoming more prominent in the social lives of learners.
The opportunities for socialising and entertainment available to school learners through various ICT devices can be quite beneficial. Recent research has shown that the mobile penetration rate in Africa is increasing, and the majority of school learners nowadays have access to a cell phone (Porter et al., 2015; Wolfpack Information Risk, 2013; De Lange & Von Solms, 2012) . However, ICT devices and online access also pose a number of cyber-risks for school learners when they are not educated on how to protect themselves and their information (Furnell, 2010) . Cyber-risks include access to inappropriate material, cyber-bullying, identity theft and threats to learners' social and emotional well-being (Byron, 2008; De Lange, 2012) . It is essential that all school learners be educated on how to deal with these risks. The question addressed in this research was therefore whether teachers have the required knowledge and skills about cyber-safety to be able to educate and assist their learners. Ensuring cyber-safety within the school environment is a serious internal issue in all countries with internet access (Hanewald, 2008; Perren et al., 2012; Livingstone, Haddon, Vincent, Mascheroni, & Ólafsson, 2014) . The issue of enhancing cyber-safety awareness for school learners is overdue and should be addressed (Miles, 2011) .
The current research aims to expand the body of knowledge regarding cyber-safety in schools to ensure that school learners are safe when connected to the internet (cyber-environment). The findings are expected to contribute primarily towards understanding the current situation regarding cyber-safety in South African schools. The study investigated the readiness of school teachers to address the level of awareness and education about cyber-safety in their schools. The research proposed a short-term cyber-safety initiative for schools. The approach was afterwards tested within a school environment to assess if cyber-safety knowledge had improved among teachers and school learners.
BACKGROUND
Cyber-attacks in South Africa are a growing concern and may result in serious threats to national security (Wolfpack Information Risk, 2013; De Lange & Von Solms, 2012; Kritzinger, 2014) . Cyberattacks are not restricted to a national level and can have an impact on all cyber-users, including school learners, teachers and parents (Byron, 2008) . The 2013 Norton cyber-report placed South Africa third on the Norton International list, with 73% of its population having fallen victim to cyber-crime (Symantec, 2013) .
Many countries in Africa are ill-equipped to assist school teachers and learners with awareness and education as far as cyber-safety is concerned (Kortjan & Von Solms, 2014) . South Africa only began to cultivate a local cyber-safety culture recently . Information security programmes are a vital instrument in protecting information and other assets (Kruger, Drevin, Flowerday, & Steyn, 2011) .
A number of South African companies and organisations have pledged their commitment to the vision of growing a cyber-safety culture (ISC Africa, 2015) . Most of the contributions made by these companies and organisations occurred through a website presence aimed at alerting school learners, teachers and parents to the need for an improved cyber-safety culture. The problem is that the contributions are mostly web based and they offer little or no printed material, curriculums or practical training opportunities (S. von Solms & von Solms, 2014) . Many cyber-users do not know that they could find information and assistance online. It is obviously a case of 'you do not know what you do not know' and therefore cyber-users are still in the dark regarding the possible risks of cyber-space (ENISA, 2010) .
In countries where a limited cyber-safety culture exists, the initial awareness-raising phase must involve more than just a website presence to create awareness among cyber-users and inform them that they can obtain further information, assistance and knowledge (CJCP & UNICEF, 2013) .
To date the South African government has not adopted a comprehensive approach to cyber-safety and the Department of Basic Education does not provide any educational materials on cyber-safety. Teachers and parents are themselves ill-prepared to educate learners about cyber-safety (De Lange & Von Solms, 2012; Govender & Skea, 2015) , particularly in the case of the majority of disadvantaged schools in South Africa.
All schools and teachers must be involved in cyber-safety for school learners (Kouttis, 2016) . Areas of concern that were identified in the available literature and that should be addressed in promoting a culture of cyber-safety in South Africa include the following:
• Upgrading legislation to improve cyber-safety in South Africa (Grobler & Dlamini, 2012 );
• Ensuring the integration between legislation and the implementation of cyber-safety education in schools (Smit, 2015; Badenhorst, 2011 );
• Addressing the limited budget and resources allocated to cyber-safety education (S. von Solms & von Solms, 2014);
• Creating and implementing a national cyber-safety awareness plan (Wolfpack Information Risk, 2013);
• Including cyber-safety issues and education in the school curriculum (Kritzinger & Padayachee, 2013; Della Cioppa, O'Neil, & Craig, 2015) .
• Creating education and training opportunities for teachers who are generally ill-equipped to understand or to assist with cyber-safety issues (Govender & Skea, 2015; Jobi & Kritzinger, 2014) • Creating and distributing more printed educational material on cyber-safety to schools to address the lack of available educational material (S. von Solms & von Solms, 2014 ) and
• Making all material on cyber-safety available in all the official South African languages (Kruger et al., 2011; Mwim & Kritzinger, 2014; Kouadio, 2008) .
Based on the literature studied, the research concluded that urgent cyber-safety initiatives must be implemented in South Africa. This study took the above problem areas into account when conducting research on cyber-safety in South African schools. The research focused primarily on the school environment, particularly school teachers and principals, to determine what challenges they faced in addressing cyber-safety of their learners. The aim of the study was to determine whether the problems identified in literature were, in fact, echoed in real life.
PRE-AND POST-STUDIES AND COLLECTION OF DATA
The current research consisted of two data-collection phases, a pre-study and a post-study. The pre-study was conducted in 2014 and investigated cyber-safety awareness and incidents among school learners by interviewing teachers and principals. The primary focus of the investigation was the current situation in South African schools regarding
• perceptions about cyber-safety issues in schools;
• incidents relating to cyber-safety in schools;
• handling of online/cyber-safety incidents in schools;
• school policies on cyber-safety; and
• teacher approaches towards cyber-safety in the classroom.
The post-study was conducted in 2015 to obtain data on whether a short-term initiative approach was a viable option for increasing cyber-safety awareness in South African schools.
CYBER-SAFETY AWARENESS OF TEACHERS IN SOUTH AFRICA
The pre-study focused on obtaining field data to assess the current situation regarding cyber-safety awareness and cyber-safety knowledge of school teachers in South Africa.
The research instrument
The research adopted a quantitative approach. The interview questions were administered by trained research assistants who used a pre-developed, structured and largely close-ended interview guide. Open-ended questions were included only where deeper description was necessary. The questionnaire focused on several broad areas such as respondent demographics and information, perceptions regarding online risks and threats, understanding and responding to incidents pertaining to cyber-safety, and school policy and education in respect of cyber-safety issues. Ethical clearance was obtained to conduct the study.
Population and sample
The research was conducted in 169 schools across seven provinces, and 250 teachers and 29 principals were interviewed. In South Africa, the Living Standards Measure (LSM) is a segmentation tool that is used to understand the market on the basis of access to services and durables, and it serves as a geographic indicator and determinant of standard of living. The "lower LSM" schools in this sample represented the emerging market, while the "higher LSM" schools represented the established market. The final sample included 279 respondents who represented all races in LSM 6âȂŞ10 schools (both primary and high schools were included). Figure 1 depicts the LSM and educational split for the respondents. 
Data collection
Data collection was conducted in 2014. Seventeen of the schools in the sample (across Gauteng, KwaZulu-Natal and the Western Cape) were visited for face-to-face interviews, while telephonic interviews were conducted with the teachers and principals from the remaining regions. The poststudy was conducted in 2015 to evaluate the proposed short-term cyber-safety initiative within schools.
Findings and presentation of the pre-study
The data was interpreted and presented in the following order: school policies, perceptions, incidents and learner education. Each of the above cyber-safety issues was discussed based on an analysis and interpretation of the data collected. The data was kept anonymous to protect the identities of the schools and teachers, as had been agreed when ethical clearance was obtained for the research.
Cyber-safety issues: school policies
In the pre-study, only 56% of all schools indicated that they had a formal cyber-safety policy in place, a finding that was more prevalent among higher LSM schools. Among the lower LSM schools, 34% indicated that they did not have a formal policy and that the introduction of such a policy had never been discussed.
The policies that did exist primarily involved restrictions regarding learners cell phones and internet use when they were at school. Learners were not allowed to use their phones, tablets or other devices with an internet connection-school policy dictated that these devices should be confiscated if they were used in class. However, according to the teachers and principals, learners continued to use their phones and to access the internet during school hours and in class, despite these regulations. The results regarding the existence of school policies on cyber-safety are presented in Table 1 .
Other policies and procedures included security settings for controlled internet access, blocking sites such as Facebook and YouTube and pornographic content. A small minority of schools, mostly higher LSM schools, also included guidelines on cyber-bullying in their school rules and regulations relating to bullying in general. Since a policy must be enforced to have value, it is important to note that if a school has a policy that is not properly implemented, enforced and monitored, the policy cannot add value and will not have an impact on improving cyber-safety. The study revealed that no clear formal policy relating to the handling of cyber-safety incidents that could occur among learners was in place. Teachers and principals indicated that they would prefer policies and regulations to be standardised by the Department of Basic Education before being prescribed to schools. This was largely due to the fact that many schools (especially lower LSM schools) did not have the knowledge, skills or expertise to create a cyber-safety policy on their own. The teachers also argued that if these regulations were issued by the Department of Basic Education, it would be easier for them as school managers to implement and enforce them, seeing that the regulations would not be considered a school requirement, but a government requirement.
To conclude, this section identified that teachers and principals recognise the importance of implementing and enforcing an ICT policy that deals with cyber-safety awareness within the school environment.
Cyber-safety issues: perceptions
The results of this section indicate that 88% of the respondents agreed that learners were exposed to various potential dangers when using the internet. Both teachers and principals (95%) were found to be concerned about cyber-safety issues among their learners. Principals and teachers were also aware that cyber-safety activities/actions could result in threats and risks, and they identified the following threats and risks (see Table 2 ) in the school environment.
According to Table 2 , exposure to and viewing of "inappropriate" content was considered to be the most serious online risk to learners, as pornographic material is increasingly accessible and available through various online mediums. Teachers and principals rated cyber-bullying as the second most distressing online risk to learners. Issues such as the compromise of personal information and exposure to online predators were also flagged as potential issues that posed real dangers to learners within cyber-space. A total of 81% of the teachers and principals were worried about the impact that online threats may have on learners, confirming that teachers and principals were concerned about cyber-threats and cyber-risks to their learners. Lastly, overall cyber-safety concerns were higher in higher LSM schools than in lower LSM schools.
Cyber-safety issues: incidents
Almost a third (30%) of the participating teachers and principals indicated that they knew of incidents relating to cyber-safety that had occurred among their learners. Once again, this figure was higher in the higher LSM schools.
In the majority of these cases (67%), the teachers and principals had been alerted to the incidents through rumours going around in the school. However, it was found that 55% of the victims had actually reported their cyber-safety case to the school.
Most incidents involved the accessing, viewing and/or sharing of inappropriate pornographic content, followed by instances relating to insulting social media messages and posts. Other issues reported by respondents included cheating in exams using an online source, dangerous meetings resulting from social media experiences, the recording and sharing of 'fight' clips, threatening social media exchanges and the degrading of schools and teachers in the digital space. Some of these cases had a very serious outcome-in one instance, cyber-bullying had led to the self-mutilation and eventual suicide of the victim. In another instance it had resulted in physical harm to a school learner. Teachers also reported high levels of distress among learners involved in incidents of cyber-bullying.
An alarming 71% of the teachers and principals were of the opinion that although incidents relating to cyber-safety had actually occurred among learners, they had not been reported. One reason for this was that many of the schools did not have processes in place for dealing with cybersafety incidents so as to assist learners. The teachers and principals also indicated that they believed that learners did not report cyber-safety incidents because there was no process in place to assist them, and because learners were not convinced that teachers could assist them in solving their problems. In fact, 66% of the teachers and principals felt that they were ill-equipped to respond suitably to cyber-safety incidents, which confirms the lack of knowledge and skills about cyber-safety among teachers and principals.
Cyber-safety issues: learner education
More than half of the teachers admitted that they had not provided any information about cybersafety to their learners, which implies that only about 45% of the teachers had provided their learners with any cyber-safety related information. The primary reason for this was that the teachers did not feel properly equipped to understand and deal with cyber-safety issues.
Furthermore, only 15% of the respondents felt that learners themselves were adequately equipped to deal with the dangers associated with digital space. This finding confirmed the need for cyber-safety education, for which the necessary skills and materials were lacking.
The Department of Basic Education was found to have provided once off cyber-safety training opportunities (for example conferences) to only 21% of the schools in this sample (higher LSM schools-18%; lower LSM schools-25%), whereas 93% of the schools would have liked to receive such material. Furthermore, 34% of the higher LSM schools had received training and support internally (from the school itself), compared to only 5% of lower LSM schools.
The type of training/other support that the schools had received included pamphlets, posters and documents containing guidelines on internet and cell phone use, as well as materials used in Life Orientation classes and in computer labs.
Some of the schools reported that they had held workshops to educate their staff on issues relating to cyber-safety. Schools that had received support from the Department of Basic Education also reported participating in training workshops, as well as receiving pamphlets, emails, newsletters and posters. Despite these contributions, 98% of the respondents felt that cyber-safety should be included in the curriculum. Altogether 92% of the teachers/principals also indicated that they would like to receive training on cyber-safety so that they would be able to competently assist learners, while 96% indicated that they would welcome any initiative or campaign focusing on cyber-safety issues in their schools.
DISCUSSION AND PROPOSED SOLUTION
This research highlights the concerns of teachers and principals regarding the knowledge and skills of school learners in respect of cyber-space. Although teachers and principals understood the possible impact of cyber-safety incidents on their learners, they lacked the knowledge and skills to assist learners when such incidents occurred. The majority of teachers and principals did not feel adequately prepared to handle cyber-safety incidents, and yet teachers found themselves in a position where they were the primary persons responsible for addressing such issues. From the research it emerged that 90% of the teachers and principals believed that more education was needed in respect of cyber-safety. Teachers and principals therefore agreed that they should be properly equipped to handle incidents relating to cyber-safety if and when they occur.
Despite teachers' and parents' concerns about the cyber-safety of learners, the majority of lower LSM schools and nearly 40% of higher LSM schools did not have a formal policy on cyber-safety. Neither the Department of Basic Education, nor the schools themselves provided sufficient and necessary information to the teachers, and consequently only 28% of learners were receiving enough information on cyber-safety.
The above findings support research that suggests that further education on cyber-safety is necessary to control incident rates and the effects that such incidents may have on the learner (Cross et al., 2016; Sezer, Yilmaz, & Yilmaz, 2015) . Only if cyber-users are aware of cyber-risks and the implications thereof can cyber-users attempt to be cyber-safe. There was both a need and a desire for such cyber-safety awareness and training among the interviewed teachers. Some recommendations by the teachers included the following:
• Implement methods and monitor plans to support the cyber-safety initiatives in schools;
• Include cyber-safety in the school curriculum;
• Improve cyber-safety education for teachers; and principals through training and • Assist schools in implementing cyber-safety procedures.
The current research revealed that teachers have a basic awareness of cyber-safety and are concerned about educating their learners, but they lack the necessary knowledge and skills to address this issue. Unless the above-mentioned countermeasures are urgently implemented in the South African school system, the cyber-safety situation will deteriorate. If teachers' and principals' knowledge and skills regarding cyber-safety are not improved, it will be to the detriment of school learners. Table 3 presents a critical overview of current cyber-safety initiatives in South Africa. The table is structured to show the status of policies and procedures, training, material and distribution methods at the school level in South Africa.
Most of the aspects mentioned in Table 3 are long-term activities that will take time to plan, design and implement. Ultimately, a country should have a long-term commitment and initiatives to enhance awareness regarding cyber-safety (Labuschagne & Eloff, 2014) . However, long-term planning and implementation will not solve the direct cyber-threat to school learners over the next few years. According to the WolfPack report, South Africa should first focus on short-term initiatives and then move on to medium-and long-term initiatives (Wolfpack Information Risk, 2013) . The planning of long-and short-term initiatives is depicted in Figure 2 . Table 3 : Critical overview of cyber-safety awareness methods/process in South Africa POLICIES AND PROCEDURES National cyber-safety curriculum No curriculum through government Proposed curriculum through academia National cyber-safety policy for school learners 1. National Cyber Security Policy Framework for South Africa 2. Child Protection Act 3. Cybercrimes and Cybersecurity Bill 4. Guidelines on e-Safety in Schools Note: the above legislation/bills/acts/guidelines provide fragmented sections (if any) on how to deal with cyber-safety among school learners within the school environment. Implementation of these documents has been very limited. National cyber-safety incident handling system for cybersafety incidents within the school environment South Africa has implemented the CSIRT initiative but this is more focused on industry and does not focus on incidents within the school environment. 
TRAINING

To a degree (workshops)
The rest of this paper will focus on a short-term approach towards creating and implementing initiatives to promote awareness about cyber-safety in schools. The research points to the importance of long-term cyber-safety awareness initiatives, policies and legislation to establish a long-term culture of cyber-safety within the school environment. However, owing to the current lack of longterm initiatives in South Africa, the short-term option is a more immediate approach. Nevertheless, while short-term projects are used to improve the cyber-safety culture in the short term, long-term projects/policies must be readied and implemented as soon as possible, alongside training for teachers on cyber-safety and handling cyber-safety incidents within the school environment.
Various short-term cyber-safety initiatives can be implemented within a school environment. Examples of such initiatives include: posters, workbooks, workshops, competitions, discussion forums and classroom activities. The rest of the research and assessment of the short-term approach focused on the use of posters within the school environment. The poster that was used for testing the short-term approach was designed as a cyber-safety pledge as an inexpensive method of conveying the concept of cyber-safety. The "My cyber-safety pledge" poster was designed especially for this research and was based on the following 12 cyber-safety "rules":
1. I will avoid giving out any personal details such as my name, address, phone number, email, password or school name.
2. I will avoid opening emails, files or web pages from people I don't know or trust.
3. I will always check with an adult before downloading.
4. I will never respond to strangers online.
5. I will tell an adult if something or someone online makes me feel uncomfortable, scared or confused.
6. I will tell an adult if anyone online asks to meet me in person.
7. I will block unwanted communication.
8. I will remember that posted information cannot be deleted.
9. I will think before I post.
10. I will use privacy settings on social media sites.
11. I will avoid sending any pictures of myself to strangers.
12. I will ask permission before posting photos of other people.
The "My cyber-safety pledge" poster was used to test if short-term initiatives would have an impact on school learners' awareness of cyber-safety. The 12 points of the "My cyber-safety pledge" poster were adopted and adapted from the national "Safer Internet Day" promoted within the USA, EU and Australia on an annual basis (Insafe, 2016) .
POST-STUDY AND DATA ANALYSIS
The pledge poster was distributed to 250 schools in South Africa through the Pick n Pay School Club project. The Pick n Pay schools project is a South African project that supports and distributes educational resources through private sector funding. This project aims to deliver, cultivate and contribute to the current educational system in South Africa. The Pick n Pay project was used as a result of its access to school teachers and school learners. A total of 8 750 teachers were reached and 187 500 learners participated in the pledge poster initiative across the following provinces of South Africa:
• Eastern Cape: 30 schools;
• KwaZulu-Natal: 40 schools;
• Northern Cape: 8 schools;
• Free State: 30 schools;
• Limpopo: 23 schools;
• North West: 18 schools;
• Gauteng: 50 schools;
• Mpumalanga: 10 schools; and
• Western Cape: 41 schools.
Teachers from each school were requested to rate the value of the "My cyber-safety pledge" poster. The rating method included a 5 point quality rating point scale; 'very poor', 'poor', 'average', 'good' and 'excellent' (Taylor-Powell, 2008) . In the feedback received, 33% of the educators indicated that the material was excellent and 67% rated it as good. No poor or average results were received.
In the feedback received regarding the increase in learners' awareness of cyber-bullying, 50% of the teachers indicated that their perception of an increase in cyber-safety awareness was excellent and 50% indicated that it was good. No poor or average results were received.
In respect of the educational value of the topics covered, 50% of the teachers rated it as excellent and 50% rated it as good. No poor or average results were received.
Teachers provided an average rating of 8,9 out of 10 for the quality of the material provided and an average rating of 9,1 out of 10 for the likelihood of using the content in their classroom. In respect of the usefulness of the content, 77% of the teachers rated it as excellent, 21% rated it as good and 2% rated it as average. No poor results were received.
Feedback from teachers at the participating schools regarding the "My cyber-safety pledge" poster was as follows:
• Teachers were very appreciative of the awareness that the pledge was creating regarding cyber-bullying;
• Teachers indicated that the pledge was excellent. The pledge received an overall rating of 5 out of 5;
• Teachers indicated that the poster would help students to become aware of the dangers of the internet;
• Teachers felt that cyber-bullying was a big issue in schools. Since technology was constantly changing and here to stay, they felt that more posters on this kind of topic were needed and
• Teachers appreciated the cyber-safety poster as it dealt with an important issue that affected many children on a daily basis.
An overall analysis of the results of the research project indicated that short-term initiatives (even small initiatives) did have an impact on cyber-safety awareness among teachers and school learners. The results of the research indicated that short-term cyber-safety initiatives were an option for cultivating a culture of cyber-safety awareness in schools. Such initiatives were even more important for lower LSM schools that did not necessarily have the funding to pay a third party to assist with cyber-safety policies and procedures. The findings proposed that future work should include conducting the post-study again with more initiatives, for example with workbooks, workshops and classroom activities, especially among lower LSM schools in South Africa.
CONCLUSION
Access to ICT devices and internet/cyber-connectivity is on the rise in South Africa, as in many other developing countries. Access to cyber-space is no longer a luxury, but an everyday activity for many teachers and learners in the school environment. This study investigated the situation regarding cyber-safety awareness in South African schools. The results from the pre-study indicated that there was a dire need for material and guidance to ensure that school learners would be aware of issues relating to cyber-safety. The research found that almost 50% of the schools that participated in the survey did not have a cyber-safety policy in place. From the 50% of schools that did have policies, teachers indicated that they would prefer these policies to be standardised by the Department of Basic Education. The research also indicated that 88% of teachers in the study agreed that learners were exposed to cyber-risks. Two-thirds (66%) of the teachers indicated that they felt ill-equipped to respond to cyber-incidents within the school.
Altogether 92% of the teachers felt that cyber-safety should be included in the curriculum to equip the learners with a basic understanding of cyber-safety. The research proposed that a short-term approach be introduced to ensure that school learners have access to cyber-safety material to improve their cyber-safety awareness. A poster containing cyber-safety guidelines for school learners was designed as part of the research. A post-study was conducted to establish if the proposed short-term cyber-safety initiative would assist school teachers in improving the cyber-safety knowledge of their learners. Virtually all the teachers reported that such an approach was assisting the learners and increased their cyber-safety awareness. It was agreed that the poster of the cyber-safety pledge could be used effectively as an inexpensive short-term initiative to start the process of establishing a national cyber-safety culture among school learners.
